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Introduction:
We will analyze the current and previous administrations’ approaches to cybersecurity, how each
administration succeeded in different areas, and what enhancements are required for the economic
and information security of the United States. We will also see how they enunciated them alongside
the activities of people around them that mirror their needs, giving extraordinary understanding into
the inward reasoning of the Administrations. Through an intelligent and top-to-bottom investigation of
these issues, we can see the zones in which the Administrations have enhanced digital security and
give proposals on the best way to keep on improving.

Key Current Administration’s Cyber Security
Tenets:
Official Order 13587, issued in 2011, was instituted as a safeguard against insider dangers inside
each agency and office in the U.S. Official Branch. (Executive Office of the President, 2011) With the
end goal of securing against the misuse of grouped or touchy data, the program reflects the shields
utilized by the private sector to ensure protected innovation and competitive advantages. To
guarantee responsibility, the request guides heads of offices to guarantee mindful sharing and
defending of PC systems ‘steady with the proper securities for protection and civil freedoms.’

The current administration has outlined its needs through various talks, executive orders, presidential
policy directives, security frameworks, and strategy surveys. These activities are essential as
cybersecurity touches every texture of our general public, and in one zone not concentrating on their
associations, cybersecurity has a considerably more extensive effect than simply that of an
organization. As the cyber risk has continued to develop throughout the current administration, it was
key that they verbalize their needs regarding cybersecurity. The priorities of the current
Administration’s cybersecurity are as follows:

To protect the country’s most important infrastructure, secure the country’s critical information
systems from cybercriminals.
Enhancing the competence to determine and document the cyber incidents so we can react
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accordingly.
To cooperate with global accomplices to promote internet flexibility and freedom and build
support for an accessible, interoperable, protected, and solid cyberspace.
Securing government networks by defining security goals and making agencies questionable for
meeting those goals.
Molding a cyber-adroit workforce and moving past passwords in association with private
organizations.

One of the key precepts of the Current Administration’s cyber security approach is recorded in
Executive Order 13636, Improving Critical Infrastructure Cybersecurity. (Executive Office of the
President, 2013; National Institute of Standards and Technology [NIST], 2014) This enactment
completed a few things to enhance cybersecurity, reacted to open clamors, and addressed a portion
of the needs talked about by the Administration. The first was to coordinate with the National Institute
of Standards and Technology (NIST) to build up a structure for lessening cyber dangers to a basic
framework through industry models and best practices. Some of the proposals are extremely basic;
for example, building up a cybersecurity design and refreshing it like clockwork, empowering
development, and supporting addressing cybersecurity can have a significant effect.

The presidential policy directives address the on-time and relevant convey of information to the
executives about national security and foreign approaches. The assembly of the signal savvy is a
respected tradition of securing the nation’s interest as well as assisting foreign governments with
data related to terrorism and other dangerous or criminal activities. As there is always a risk involved
in managing foreign relations and global trust, the U.S. must be capable and strong enough to focus
on opportunities and try to gain the full benefit of expanding technologies that can affect international
relations. The intelligence community (IC) of the United States is devoted to providing all people with
honor, respect, and the right to secure their personal information.

Key Prior Administration Cybersecurity Policy
Tenets:
National Security Decision Directive (NSDD) 145 was delivered by President Ronald Reagan. It
ultimately provided the national security agency control over the computer systems of the
government, which contain “critical but arranged” information. This policy has been stretched out
over private computing systems. Congress reacted and passed the Computer Security Act of 1987
(CSA) while restricting the NSA and announcing that the National Institute for Standards and
Technology (NIST) would inspect the non-government system’s security and data. The Offical Order
131010, called Critical Infrastructure Protection, was passed by President Bill Clinton in 1996 in
association with the Presidential Decision Directive (PDD-63), which emphasizes the public-private
partnership as it identifies some immediate cyber-attack threats to national Security. These started
an era of critical bills and cybersecurity presidential directives. Due to the initiation phase of bills and
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directives, cybersecurity become critical in the economy worldwide. Every decision is significant in
cybersecurity and must be resolved before making any critical move. In this regard, the last
seventeen years have shown major advancements. We will compare and contrast the previous two
administrations and critically analyze their initiative.

A “Sapphire” internet worm destroyed internet speed, airline flights, and other important web-based
programs. After a week in January 2003, the national strategy to secure cyberspace was
implemented. (The White House, 2003) The action clearly expresses the priorities for the country and
private and big organizations: a response system related to cyberspace security, a reduction program
related to cyberspace security, an awareness and training program related to cyberspace security,
cooperation among the national security and international cyberspace security. To ensure the
flexibility of the infrastructure sectors and resources, which are seventeenth designated and central
to the nation, the National Infrastructure Protection Plan was published in 2006. To empower the set
of minimum guidelines for common networks, in 2008, the Comprehensive National Cybersecurity
Initiative (CNCI) was implemented.

Comparison of Current and Prior Tenets:
Analyzing current and previous administrations makes it very thought-provoking to see that both
have worked hard to minimize the vulnerabilities at the start of their tenure. The first administration,
ruled by Bush, implemented the National Strategy to protect cyberspace and enforce responsibility for
cybersecurity along with DHS and non-government organizations. President Obama’s second
administration implemented a cyberspace policy review and agreed with non-government and
government organizations’ partnerships. (The White House, 2009) Still, it moved the main control of
cybersecurity to the White House. The common thing about both policies was that they expanded
previous policies that had been implemented or defined before them. Both administrations have
adopted mission-bridging and broadening the distribution of expertise. To handle the vulnerabilities,
using the resources of industry and a private organization helps develop a mutually coordinated
network. The focus of cybersecurity shifted to the physical threat due to the post-September 11
efforts of the Bush administration. This, in turn, develops the thought that the greater part of the Bush
administration’s policymaking was limited in scope and the responsibility related to cybersecurity is
incomplete and weakened in many agencies.

By comparing the two administrations, it is obvious that President Obama had a very strong
commitment to cybersecurity and its importance. He appointed the United States first cybersecurity
professional whose name is Howard A. Schmidt, before that he was in Microsoft. Inside the central
government gave him a sharp understanding of propelling the country’s cyber resistance was
generous as it restored coordination inside the White House. The U.S. and Russian officials met in
2010 to discuss mutual partnerships regarding cyber problems. The first International Cybersecurity
Summit was sponsored by Deloitte and AT&T, and leading industry officials gathered from all around
the world to handle questions related to cybersecurity. President Obama likewise declassified CNCI,
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enabling the general population to become accustomed to its 12 activities, which were considered
hidden because of the obscure degree of government observation into private systems.

Another territory in which the Administrations contrasted was President Obama bowed to open weight
and refreshed FISMA. (U.S. Congress, 2014) Despite the fact that there were vocal calls from the
cybersecurity business to refresh the FISMA 2002, the Bush Administration was reluctant to change its
direction. As examined before in the paper, FISMA 2014 tended to address an expansive bit of the
worries of cybersecurity specialists, including diminishing printed material, checking the crate
arrangements, and moving to an all-the-more continuous reaction to cybersecurity dangers.

Conclusion:
FISMA is abbreviated as the Federal Information Security Management Act. It was executed on
December 17, 2002, and enacted by the 107th United States Congress. It was introduced in the
House by Thomas M. Davis on March 5, 2002. It was passed by the House and Senate without
objection and signed by President George W. Bush. Hence, it is regulated by the government. The
FISMA structure, guidelines, and standards are determined by the government of the United States. It
emphasizes the importance of information assurance, principles, and practices within the Federal
Government. It is made compulsory to follow the Act because it is very important for the economic
and national interest of the United States. The main objective of FISMA is to develop a risk analysis
and mitigation policy to achieve cost-effective security. The Government enforces this act to ensure
that the federal government and agencies secure their information assets by adopting risk analysis
and mitigation strategies.

FISMA assigns duties to federal agencies, the Office of Management and Business, and the National
Institute of Standards and Technology(NIST). The NIST is a non-regulatory government agency. It is
responsible for developing technology metrics and guidelines. Federal agencies or government
organizations that comply with NIST may also further ensure compliance with FISMA as NIST
guidelines direct organizations to comply with FISMA. NIST has provided nine rules to move towards
FISMA compliance. It is compulsory for U.S-based organizations to adopt the standards developed by
NIST to initiate innovation and economic competitiveness.

Our mind-boggling dependence on cyberspace and the medium through which it permits our regular
life to explore is a flat-out and convincing motivation to secure the framework. Both the Bush and
Obama organizations approached a few bills and official requests, each expanding on the other to
oversee the consistently developing cyber assault. It is clear for future undertakings that the Obama
organization’s proactive way of dealing with cybersecurity must proceed with an accentuation of
coordinated effort and attachment at home and abroad. Precisely estimating the capacity to react
successfully and considering organizations responsible for consistency are fundamental necessities to
propel our flexibility. By offering an abundance of data to worldwide groups and working in
association with the private area, we can conquer the huge difficulties of cybersecurity and persuade
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tomorrow’s advances to aid the battle.
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