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Introduction
Information technology risk assessment is a disciplined process for identifying which digital assets
support an organization’s mission, what could threaten them, which weaknesses could be exploited,
how serious the resulting harm would be, and which controls should be prioritized. The original essay
uses Home Depot as a retail case and correctly identifies point-of-sale systems, networks, servers,
phishing, vendor access, former accounts, and backup as relevant concerns. It also presents several
unverified technical details as though they were confirmed facts about the company. A credible
assessment must separate documented history from assumptions and must not claim that a
particular firewall rule, Telnet service, or former employee account exists without evidence. This
revised analysis treats Home Depot as a large omnichannel retailer whose business depends on
payment processing, e-commerce, store operations, suppliers, customer information, workforce
identities, and logistics. It uses the NIST Cybersecurity Framework 2.0 and NIST risk-assessment
guidance to build a defensible security-control plan. (National Institute of Standards and Technology,
2024)

Risk Governance Before Technical Analysis
NIST CSF 2.0 adds explicit emphasis on the Govern function because cybersecurity decisions are
enterprise decisions rather than isolated tasks for an information technology department. Senior
leaders should define risk appetite, assign accountability, integrate cyber risk with financial and
operational risk, and require evidence that critical suppliers and business units follow agreed
standards. In a retailer, security choices affect checkout speed, customer trust, store availability,
employee workload, fraud loss, regulatory exposure, and the ability to fulfill online orders.
Governance should establish who can accept residual risk, which incidents require executive
notification, how exceptions expire, and how security investment competes with other priorities.
Without these decisions, a risk assessment becomes a list of technical observations with no authority
to change the organization.

Defining Scope and Critical Services
The assessment must state its boundaries. A useful scope for a home-improvement retailer includes
point-of-sale payment environments, e-commerce and mobile applications, customer identity and
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loyalty services, inventory and pricing systems, warehouse and transportation platforms, store
networks, cloud services, corporate endpoints, privileged administration, and connections with
vendors. Each service should be linked to a business outcome. Payment processing supports sales
and legal obligations; inventory accuracy supports fulfillment; identity systems control access; and
store networks sustain thousands of daily transactions. Defining services prevents the common error
of valuing devices only by purchase price. An inexpensive identity server or configuration repository
may be more critical than a costly workstation because compromise could affect the entire enterprise.

Asset Inventory and Data Classification
An organization cannot assess or protect systems it does not know it operates. The asset inventory
should include hardware, software, cloud resources, application programming interfaces, certificates,
service accounts, data stores, third-party connections, and owners. Serial numbers and purchase
dates may help operations, but cybersecurity needs additional attributes: internet exposure, software
version, business criticality, data type, authentication method, end-of-support date, recovery
dependency, and responsible team. Data should be classified according to sensitivity and legal
obligation. Payment-card data, authentication secrets, employee records, purchase history, and
ordinary product information require different controls. Discovery tools should be reconciled with
procurement and cloud accounts so that shadow systems are not omitted.

Documented Historical Context
Home Depot disclosed a major payment-card breach in 2014 that affected customers who used self-
checkout terminals in U.S. and Canadian stores. (Federal Trade Commission, 2020) Public reporting
and later legal actions describe stolen third-party credentials, movement through the network, and
malicious software on payment systems. The event is relevant because it demonstrates how vendor
access, segmentation, identity control, monitoring, and point-of-sale security can combine into
enterprise risk. It should not be treated as proof that the same weaknesses remain in 2026. Historical
incidents identify plausible scenarios and control lessons; the current assessment must use present
evidence from architecture, testing, logs, configuration, and interviews.

Threat Sources
Threat sources include financially motivated criminal groups, credential thieves, ransomware
operators, malicious insiders, careless users, dishonest suppliers, hacktivists, nation-state actors,
competitors, and environmental events. A retailer is particularly exposed to payment fraud, credential
stuffing, phishing, business email compromise, e-commerce account takeover, gift-card abuse, theft
of customer information, ransomware, and disruption of logistics. Threats also include equipment
failure, power loss, fire, flood, telecommunications outage, and software defects. A risk assessment
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should not label every external person a “hacker” or assume malicious intent in every error. It should
describe capability, opportunity, motivation, and the event each source could produce.

Attack-Surface Analysis
The attack surface includes public websites, mobile applications, cloud consoles, remote-access tools,
email, supplier portals, store wireless networks, payment devices, employee endpoints, APIs, and
physical equipment. Each entry point should be mapped to trust boundaries and authentication
controls. Retail environments are difficult because stores are geographically distributed, devices must
operate for long periods, and local staff cannot function as security engineers. A secure design
therefore limits what a compromised store device can reach, standardizes configuration, monitors
changes centrally, and provides a rapid replacement process. Internet-facing assets should be
continuously discovered because untracked domains and cloud services can appear outside normal
change procedures.

Identity and Access Risk
Identity is one of the highest-leverage control areas. Former employee and contractor accounts
should be disabled promptly, but the assessment must verify actual offboarding performance rather
than merely recommend it. Privileged access should use separate administrator identities, phishing-
resistant multifactor authentication where feasible, time-limited elevation, approval, logging, and
periodic review. Service accounts need owners, credential rotation, and restrictions on interactive
use. Vendor access should be limited by purpose, device, time, and network destination. Shared
accounts weaken accountability and should be eliminated except for tightly controlled technical
cases. Conditional access can block unusual locations, unmanaged devices, or high-risk sessions
without relying only on passwords.

Third-Party and Supply-Chain Risk
Retailers depend on payment processors, software providers, logistics firms, maintenance
contractors, cloud platforms, telecommunications carriers, and product suppliers. Third-party risk
cannot be managed through a questionnaire completed once at contract signing. Contracts should
define security requirements, breach notification, access restrictions, vulnerability remediation,
evidence rights, data return, subcontractor obligations, and termination. High-risk connections should
be technically segmented and monitored. The organization should maintain an inventory of
dependencies and identify where one provider supports many critical services. Concentration risk
matters: a secure vendor can still create operational exposure if no practical alternative exists during
an outage.



Copyright © 2026 Academic Master. | 4

Vulnerability Identification
A vulnerability is a weakness that can be exploited or can contribute to failure. Sources include
unsupported software, insecure configurations, excessive permissions, unpatched internet-facing
systems, weak authentication, exposed secrets, inadequate logging, poorly validated input, and
physical access to devices. Findings should be supported by configuration review, vulnerability
scanning, penetration testing, code analysis, threat modeling, and incident evidence. A scanner
severity score alone does not determine enterprise risk. A medium-rated vulnerability on a critical
payment gateway may deserve faster action than a high-rated weakness on an isolated laboratory
system. Context, exploitability, exposure, and compensating controls must be considered.

Likelihood Assessment
Likelihood concerns the probability that a threat event will occur and successfully cause harm during
a defined period. It should be based on evidence such as observed attempts, industry incidents,
exploit availability, exposure, control effectiveness, and attacker capability. Terms such as low,
moderate, and high need written definitions. For example, credential phishing may have high
occurrence likelihood, but successful compromise may be lower where phishing-resistant
authentication and rapid reporting are deployed. Ransomware may be less frequent than phishing yet
have greater consequence. Assessors should avoid false precision. A percentage unsupported by data
appears scientific while hiding uncertainty.

Impact Analysis
Impact should cover more than direct financial loss. A payment-system compromise can trigger fraud
costs, investigation, legal claims, card-brand penalties, regulatory scrutiny, customer notification,
operational interruption, and loss of trust. Ransomware can stop store functions, warehouses, or
administrative services. Theft of employee data can harm individuals through identity fraud.
Manipulation of product or inventory data can cause safety and fulfillment problems. The assessment
should estimate confidentiality, integrity, availability, safety, legal, reputational, and strategic effects.
It should also consider the scale and duration of harm and whether vulnerable communities or
employees bear disproportionate consequences.

Building the Risk Register
A risk register should state each scenario in cause-event-impact form. An example is: “A criminal
group uses compromised vendor credentials to access a remote service, moves into a payment
environment, installs malicious code, and exposes card data, causing fraud, notification, legal, and
trust impacts.” The entry should identify affected assets, existing controls, evidence, likelihood,
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impact, owner, treatment, target date, and residual risk. Broad entries such as “hackers may attack
the server” are too vague to manage. Scenario-based entries reveal where controls interrupt the path
and who must act.

Network Segmentation
Segmentation limits movement after one system is compromised. Payment systems, store devices,
corporate users, development environments, building controls, and vendor connections should not
share unrestricted trust. Firewalls and software-defined controls should permit only required protocols
and destinations, with changes reviewed and logged. Segmentation must be tested, not assumed
from diagrams. An attacker may bypass intended boundaries through shared identity systems,
management tools, or misconfigured cloud routes. High-value environments should have independent
monitoring and tightly controlled administrative paths.

Endpoint and Point-of-Sale Security
Store and payment endpoints require hardened configurations, application control, rapid patching,
anti-malware or endpoint detection, restricted local privileges, encrypted communication, tamper
inspection, and centralized monitoring. Devices should run only approved software and should not be
used for general browsing or email. Replacement and recovery images must be maintained so that a
compromised terminal can be removed without extended business interruption. Physical security
matters because public retail spaces expose equipment to manipulation. Staff need a clear method
for reporting damaged seals, unexpected prompts, or devices that behave differently.

Email and Social-Engineering Controls
Phishing is a pathway into identity, payment, and administrative systems. Controls should combine
domain authentication, secure email filtering, attachment and link analysis, phishing-resistant
authentication, clear reporting, and role-specific training. Training should focus on changes in
authority, payment, secrecy, and procedure rather than only spelling errors. Employees must be
authorized to verify unusual requests through known channels. A no-blame reporting culture reduces
the time between interaction and containment. Click rate alone is an incomplete measure; time to
first report and time to remove related messages are more operationally useful.

Logging, Detection, and Response
Preventive controls will fail occasionally, so the organization needs evidence that reveals misuse
quickly. Logs from identity, endpoints, cloud services, payment systems, network boundaries, and
privileged tools should be centralized, time-synchronized, protected, and retained according to risk
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and law. Detection rules should focus on meaningful behavior such as impossible travel, unusual
privilege use, mass data access, new persistence, or unexpected communication between segmented
zones. Incident-response playbooks should define technical containment, legal involvement, customer
communication, evidence preservation, and executive decisions. Exercises should include stores,
vendors, and business leaders rather than only security staff.

Backup, Recovery, and Operational Resilience
A remote backup is valuable but is not a complete resilience strategy. Backups should be protected
from ordinary administrative credentials, tested for restoration, and aligned with recovery-time and
recovery-point objectives. Critical services need documented dependencies, alternate procedures,
and prioritized restoration order. Retail stores may require limited offline capability when central
services fail, but offline operation must preserve transaction integrity. Recovery exercises should test
realistic loss of identity, network, cloud, or supplier services. An organization that possesses backups
but cannot restore within business needs remains exposed.

Control Selection and Prioritization
Controls should be selected according to the risk scenario and existing environment, using sources
such as NIST SP 800-53 and industry payment standards. (Payment Card Industry Security Standards
Council, 2024) Priority generally belongs to reducing high-impact pathways: privileged identity,
vendor access, segmentation, internet exposure, payment security, rapid detection, and recovery.
Cost-benefit analysis should include avoided harm and operational effect. A control that creates
excessive friction may encourage unsafe workarounds, while a convenient control that provides weak
assurance may create false confidence. Pilot testing and user feedback help find a workable design.

Residual Risk and Acceptance
No control eliminates all uncertainty. After treatment, the remaining likelihood and impact should be
documented as residual risk. Acceptance must be performed by an accountable business leader with
authority over the consequences, not silently by a technical employee who lacks funding. Acceptance
should include a rationale, review date, monitoring requirement, and trigger for reconsideration.
Exceptions should expire. Permanent “temporary” exceptions are evidence that governance is not
functioning.

Continuous Monitoring
Risk assessment is not an annual document that becomes obsolete after approval. Systems,
suppliers, attackers, vulnerabilities, and business priorities change continuously. Key indicators may
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include unsupported assets, privileged accounts without strong authentication, overdue critical
patches, third-party exceptions, restore-test success, phishing reporting time, segmentation-test
results, and mean time to contain incidents. Metrics should show whether risk is changing, not merely
count activity. A large number of scans or training completions does not prove effective security.

Recommended Action Plan
The immediate plan should verify asset and identity inventories, review privileged and vendor access,
test segmentation around payment and store systems, remediate exposed high-risk vulnerabilities,
and confirm recovery capability. The next phase should strengthen software and cloud governance,
centralize telemetry, improve phishing-resistant authentication, and conduct a retailer-wide incident
exercise. Longer-term work should integrate supplier concentration, secure development, threat
modeling, and security metrics with enterprise planning. Each recommendation needs an owner,
funding source, target date, evidence of completion, and residual-risk decision.

Conclusion
A strong information technology risk assessment does not begin by assuming that a known company
currently has a particular open port, weak firewall, or abandoned account. It begins with scope,
evidence, business services, and accountable governance. For a large retailer, major scenarios
include credential compromise, third-party access, payment-system intrusion, ransomware, e-
commerce fraud, data theft, supply-chain disruption, and loss of critical store or logistics services.
NIST CSF 2.0 provides an enterprise structure through Govern, Identify, Protect, Detect, Respond, and
Recover, while NIST SP 800-30 supports scenario-based analysis of threats, vulnerabilities, likelihood,
and impact. The most valuable controls are layered: strong identity, restricted vendor access, tested
segmentation, hardened endpoints, secure software, useful detection, trained people, and
recoverable operations. The result should be a living risk register that drives decisions rather than a
speculative checklist.
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