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Cybercrime is an innovative criminal offense. The wrongdoing is emerging quickly by expanding the
speed, strategies, and obscurity of the web clients while perpetrating the wrongdoing. Differing
criminal exercises are developed by the guilty parties and are enhancing their extra productivity time,
hence becoming a real problem. Cybercrime has genuine damages, and it poses genuine dangers to
casualties around the world (Akhgar and Brewster). Cybercrime is delegated cutting edge since it
assaults PC equipment and programming to secure data or carry out exchanges. A few cybercrimes
are ordered as conventional and not cutting edge, for instance, offenses against youngsters, fear-
based oppression, and money-related wrongdoing that are empowered by the web. In this paper, | will
focus on cybercrime patterns, prior cases related to cybercrimes, and methods to fight cybercrime,
thus disclosing cybercrime in criminal justice trends.

Patterns

New cybercrimes are mounting consistently, which has a cost impact on the worldwide economy.
Previously, cybercrime has been executed by little assemblies and people. The progression of
innovation that happens drastically has an impact on the practices of a criminal component in the
groups. In the pre-2000s, cybercrime was fixated on people who wanted to challenge the PC
framework. The guilty parties were not intrigued by monetary profit, and they picked up the term
programmer (Finklea and Theohary). In any case, the hacking could cause budgetary harm to the
casualties. Likewise, it posed different security dangers of information and spilling of classified data,
and Cybercrime was viewed as a diversion or a joke by the guilty party to demonstrate their capacity
to beat the framework.

The wrongdoers of cybercrime could give the barrier that no real harm was finished. Likewise, the
guilty party could contend that the wrongdoing was not carried out with the expectation of causing
harm and that the punishment for the wrongdoing was not genuine or significant. The wrongdoer
could be requested to designate how the wrongdoing was submitted or how the PC framework was
hacked. The legal framework did not have characterized components for managing cybercrimes. Post
thousands of years, the cybercrime alluded to hacking kept on existing. In any case, criminals possess
an understandinging that the web is a protected area that has fewer dangers. The detachment could
work and produce benefits by utilizing the web. Criminal groups took the web stage to propel their
expert by invading and taking a full favorable position of the client’s trust of various PC systems to
procure a colossal monetary profit. The wrongdoings now progressed from beating the framework to
digital - coercion, data burglary, extortion, wholesale fraud, abuse of youngsters, licensed innovation
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robbery, phishing, and visiting, which has been the latest (Price). The phishing and visiting
incorporate getting monetary data, for example, ledgers and Mastercard subtle elements. At that
point, they send a confirmation message to the client that demands data to actuate the ledger; the
data given is then used to trickster the sufferer.

The eventual fate of cybercrime is more terrible because of the immense headway of innovation that
has happened. The cybercrime associations will become more grounded in cutting-edge strategies.
The economy will be at a noteworthy hazard when cybercrime outperforms other criminal movements
because of its high monetary benefits. The cybercrime guilty parties are evolving to adjust to the
enhanced security frameworks that associations are contributing billions to guarantee well-being
(Akhgar & Brewster). The wrongdoers of this wrongdoing will figure out how to conceal their criminal
exercises online without any hints of following them.

Voice over web convention (VolP) will be the following helpful space for cybercrimes. As innovation
progresses, new clauses are found to carry out advanced wrongdoings past follows. Expanded access
to the web and PCs has made cybercrimes a common angle; the criminal equity framework has been
influenced by expanded advancement in innovation. The remote system has made it simpler for guilty
parties to conceal their exercises. Likewise, the globalized economy has extended criminal practices
abroad. The criminal equity framework is constrained to changing its activities by connecting a
worldwide system of managing cybercrimes. These contemporary issues are influencing the legal
framework in its activities.

The Sense Of Group Exceeds In The Section Of
Cybercrime Authorization.

An effort program includes a dynamic part of helping the groups comprehend a viewpoint or manage
a common issue. It incorporates helping groups with administrations that they don’t approach in their
territory. Law requirement offices frequently offer effort and preparation projects to expand open
mindfulness and advance wrongdoing anticipation. Diverse assemblies in the criminal equity
framework have been associated with the group effort to help address cybercrimes and exploitation in
the general public. National White Collar Center, International Association of Chief Police, and
Community Oriented Policing Services (COPs) are a portion of the dynamic divisions in group outreach
programs (Akhgar & Brewster).

Group outreach conveys preparation to general society; the preparation gives free assets to enable
the group individuals to learn about web and PC-related fakes. General society picks up assets, data,
and apparatuses to protect itself against cybercrimes. Additionally, they obtain information detailing
instances of cybercrime and how to react to exploitation (Finklea and Theohary). The people group
outreach offers to prepare on issues, for example, Auction misrepresentation, land extortion,
sentiment, and numerous others, including wellbeing-related fakes.
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The effort helps the criminal examination division in various ways that the guilty law parties are
utilizing to execute their activities. The effort ought to be participatory, where the group will talk with
the law organizations on issues relating the cybercrimes. The people group could be having data
important to check a few strategies utilized by the digital offenders. All the more along these lines,
the general public knows the distinctive individuals engaged in the extortion business. Subsequently,
contacting them would help the examination to be simple.

Recommendation

Group effort should be possible by holding open meetings. Likewise, the media is a viable stage to
assemble the group on an issue. Public statements are different methods for guaranteeing that
society gets the data properly (Finklea & Theohary). Utilization of online networking is another stage
that the law implementation offices can use to reach the group. The preparation and engaging the
group are productive in demoralizing the culprits and cutting off their exercises because general
society is on a watch.

Changes In The Requirement Laws To Address
Cybercrimes

Various government laws have been planned and acknowledged inside the criminal barrier
framework. The laws are battling the cybercrimes that have been pervasive with the headway of
innovation. CAN-SPAM Act is a law managing spam spontaneous messaging in cheats and related
violations. PC Fraud and Abuse Act is a law that addresses and manages extortion and misuse
performed by utilization of innovation. Electronic Communication Privacy Act, Identity Theft and
Assumption Deterrence Act, and Trade Secrets Act are other Federal Laws that have been produced
to battle cutting-edge wrongdoings (Finklea & Theohary). Universal laws are planning endeavors to
battle cybercrimes. Multi-jurisdictional enactment is a manifest exertion in Europe against
cybercrimes. Likewise, the Convention on Cybercrime was started by universal laws which different
countries have moved toward becoming signatories.

The Department of Homeland Security (DHS) works with various government offices to lead
cybercrime examinations. Signing up and formulating specialized master’s and having digital reaction
practices and apparatuses are techniques to help the law requirement bodies to check wrongdoing.
The preparation is vital in assisting the security specialists with understanding innovation-pernicious
performing artists and the vulnerabilities they are focusing on. Expanded organization between the
neighborhood, state, and government is an urgent advance in fighting cybercrimes that have been
supported by the criminal equity framework (Price). An outlook change has been taken and stressed
by Homeland Security and law authorization specialists in accomplishing simplification of cybercrime.
The state government has been dynamic in responding to the innovative wrongdoings that are
predominant in the U.S.A. The California state governing body SB, 1350, the Responder Emergency
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Act, battles against fear-based oppression. This demonstration and the body executing the law center
around the contemporary issues that would expand psychological warfare assaults. The web is one of
the spaces that the law is concentrating on to demolish cutting edge wrongdoings and follow
correspondences through innovation on preparing fear-based oppressors.

The law authorization offices are utilizing the web to assemble data to detail laws to control
cybercrimes. The web has been a field for law implementation officers to battle against law
wrongdoers. The legislature has grown high innovation examination contraptions that can track online
exercises. IT specialists have moved toward becoming a piece of law authorization body that assists
digital crooks. The criminal authorizations for cybercrimes were refreshed in the Serious Crime Act in
2015. The law became effective in March 2015, which incorporates arrangements, for example,
changes to the mechanized device abuse act and making the discipline of life detainment to
wrongdoings that harm the welfare or cause uncertainties (Price, 2015). The law identifying with
cybercrimes keeps on being altered in light of the progression of innovation.

Conclusion

A few groups are focused without learning about the predominant issue. Instructing people in general
on this issue will educate them, and revealing will increase. Consequently, the law authorization
organizations will have an understanding of new techniques and imply that the hoodlums are utilizing
them to carry out cybercrimes. Additionally, it turns out to be anything but difficult to track online
exercises when the police and examiners know the genuine activities they are looking for. A few
homes have powerless web securities; preparing will help general society to avert instances of falling
casualties. Preparing general society for securing their locally situated web will lessen the spilling of
data to the lawbreakers that they can use to control the clients (Burton Jr, Velmer S., et al. 100).

It is essential to know about cybersecurity. It is only by getting to know more about cyber-security
that the organization would be in a position to prevent the threats that come with it. Without this
knowledge, the organization stands at a risk of losing crucial information to unauthorized people
(Buczak & Guven 2016). Losing information to unauthorized people risks many aspects of the
business. For instance, the information may fall into the hands of competitors who may use it to the
disadvantage of the organization. Again, the loss of information may land the organization in the
hands of the defrauders. Many organizations continue to suffer losses due to the infringement of
internal affairs by unauthorized people. It is, therefore, imperative that a company learns of
cybersecurity to be able to counter cyber threats.

Strategies For Fighting Cyber-Security Threats

One of the information protection strategies that the organization ought to apply is offering training to
the employees (Liu et al., 2015). This ought to be continuous to counter the new risks that arise on a
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daily basis. The lack of proper expertise exposes the employees to the dangers of being lured to give
off confidential information.

The other strategy that ought to be used is data encryption. This involves the use of codes in passing
information from one location to the other. Only the people who have the respective codes can be
able to access the information. This works well in preventing the loss of information in transit.

The information location ought to be limited to authorized people only. In many cases, the loss of
confidential information occurs due to the free access of the same by any of the employees. The free
access makes it possible for a crook employee to as the information to other outsiders (Ball 2017).
Therefore, the limitation of computer access and the inducement of passwords work well in protecting
the information.

Cybersecurity has been a critical issue for many companies and organizations in New Mexico and
other nations across the globe. Cybersecurity technology applications in different companies have
contributed to either success or failure in the organization. For instance, in our case, we will discuss
and analyze the effectiveness of cyber technologies in DTL Power Company under the theme of
nature competition. The nature of competition discussed includes regulated monopoly, cooperative,
oligarchy, competitive and highly competitive (Knowles, Prince, Hutchison, Disso, & Jones, 2015).

The effectiveness of cybersecurity technologies in the DTL power cooperation has been evidenced in
the protection of the power lines, power station regulating centers and transformers. The
cybersecurity technology adopted has protected the DTL power company from any hacking of power
lines and power substations. Due to this, customers have felt the company is reliable and emerging as
their first-choice electricity power company within the region. The reliability factor has contributed to
DTL Company being viewed and believed to be an oligarchy power company in New Mexico.

The success of cybersecurity technology in DTL Power Company has been facilitated by strengthening
underlying structures of the internet and information within the company. The DTL Power Corporation
cybersecurity technicians have developed a Security development life cycle (SDLC) to ensure
maximum protection for any cybersecurity attack. This has assured trusted security from any cyber-
attack. Besides, it is an advantage to DTL Power Corporation compared to other power-generating
companies that are prone to cyber-attacks (Campbell, 2015).

The rapidly rising adoption of Artificial Intelligence (Al) as a cybersecurity protection measure against
cyber-attacks has promoted the economic growth of the DTL power company, hence making the
company yield high profits. With top cybersecurity technologies, the DTL power company has been
enjoying oligarchy power due to high earnings as compared to other developing electricity and gas
generating companies. DTL Power Corporation has utilized some of the profits to strengthen the
company'’s cybersecurity technology.

Adequate and available electric power has been the primary goal for most electricity consumers. To
achieve the customer’s goal, the DTL Power Corporation has employed efficient cybersecurity
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technologies. DTL Power Corporation has adopted useful cybersecurity technologies for the past five
years that have facilitated the growth and development of the company. The company has chosen
the use of sophisticated cybersecurity technologies to protect customers’ data and company services.
Most cybersecurity technologies have always favored the customer’s interests in the company. This
has made the company more competitive for more customers compared to other companies.

Cybersecurity technologies such as cloud computing have promoted data security and protection of
the infrastructure of the DTL power company. For past years, the company has been storing its
information on the company servers, which are unsecured for any confidential, secret data stored in
the server database. Today, the company has adopted storage of vital and confidential information in
cloud storage, whereby the data is stored away from the company servers. Storage of essential
details of the company within the company is jeopardized since the company may employ tourist
cyber criminals with the aim of accessing the secret information of the company. These hackers will
then access the confidential data and expose it to competing companies with the aim of overrunning
the existing company. The confidential information may be finance account information, operating
data and security infrastructure of the company (Parfomak, 2014).

The Effective cybersecurity technology of using electricity utility pricing systems together with
reliable billing systems has helped in protecting DTL Power Company from any injection of false data
or price systems manipulations. These have helped to regulate the monopoly of electricity power
Companies to lower their electricity power market price with the primary goal of attracting more
customers due to low rates of electricity or natural gases.

Furthermore, the efficient cybersecurity technology of DTL Power Company has attracted a few
developing electricity, natural gas, and nuclear-producing companies to cooperate with DTL Power
Company. Developing power-generating companies have been characterized by inadequate capital to
set up well-established security systems and, hence, forced to cooperate with other developed power
companies like DTL Power Corporation to enhance their cybersecurity technologies system.
Furthermore, DTL Power Company has also collaborated with other enormous power-generating
companies with the primary aim of improving maximum cybersecurity technologies. Highly secured
cybersecurity technologies will result from increasing production within the company (Srikantha &
Kundur, 2016).

Effective cybersecurity technology employed by DTL Power Company has saved the company from
significant losses it could have undergone in case of any cybersecurity criminal activity. The advanced
cyber technology applied by the company has been able to detect and control any malicious cyber
operations, for example, extraction of information and damage of company properties such as
computers and other power-generating machines whose cost is expensive to either repair or
purchase. This has reduced the rate of the risk to company properties and customers’ properties. DTL
power is protected from any cyber-attack that may attack and explode nuclear plants or alter natural
gas production machines. Other power companies attacked by computer hackers have evidenced
explosions of nuclear plants and natural gas production. The explosion of these power-generating
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resources is a great loss to the company (Koppel, 2015). Because of these compelling cybersecurity
technology measures, the DTL power company has remained the most competitive and dominant
electricity and natural gas-producing company in New Mexico. With enhanced cybersecurity measures
and services, the company has been able to acquire many customers in New Mexico, amounting to 80
%.

DTL Power Company has employed effective technologies of cybersecurity by doing numerous
innovations of cybersecurity structures, making the cybersecurity system more complex for any
hacking attempt. This has enabled DTL Power Company to be more competitive in the market. For
example, the integration of (IT) information technology together with (IT) operational technology
network in ensuring the cybersecurity structure of the company is often updated to enhance
information security. Furthermore, DTL Power Corporation has improved the security access to
physical access servers, facilitating the security of data in the company. In recent years, they have
been some hacking into the servers’ database of the DTL power corporation. Authentication
contractors of the DTL Power Company have enabled role-based access controls (RBAC) restrictions
rather than allowing authentications from visitors. The power company has been working as much as
possible to ensure clean systems that are more resistant to malware and virus attacks are
maintained. With a well-established authentication system, it will facilitate in streamlining of activities
in the corporations, therefore enhancing productivity (Burke, & Schneider, 2015).

The DTL power has gained a lot of benefits from adopting effective cybersecurity technology. The
company has been able to improve security access to physical access servers, facilitating the security
of data in the company. In recent years, they have been hacking into the servers’ database of the DTL
power corporation. Authentication contractors of the DTL Power Company have enabled role-based
access controls (RBAC) restrictions rather than allowing authentications from visitors. This has
enabled the DTL to be more competitive.
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