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Introduction

The Health Insurance Portability and Accountability Act (HIPAA) establishes federal requirements for
protecting certain health information and supporting administrative standardization in the United
States. Healthcare organizations often use the term “HIPAA compliance” broadly, but HIPAA is not a
single checklist. Requirements depend on whether an organization is a covered entity, business
associate, or another type of organization, what protected health information it handles, and how
information is used or disclosed. The major regulatory components include the Privacy Rule, Security
Rule, Breach Notification Rule, and Enforcement Rule, along with transaction and code-set standards.
Organizations need governance, risk analysis, policies, workforce training, access control, vendor
management, incident response, and documentation. Compliance should be integrated into
healthcare operations rather than treated as an annual training exercise. (U.S. Department of Health
and Human Services, 2013)

Covered Entities

HIPAA applies directly to covered entities, including most health plans, healthcare clearinghouses, and
healthcare providers that conduct specified electronic transactions. Not every business that handles
health-related information is automatically a covered entity.

Healthcare providers can include hospitals, physicians, pharmacies, laboratories, dentists, and other
professionals when they meet the transaction requirements.

Organizations should determine their legal status carefully because consumer health applications,
employers, schools, and other entities may operate under different privacy laws.

Business Associates

A business associate is generally a person or organization that performs certain services or functions
for a covered entity involving protected health information. Examples may include billing companies,
cloud service providers, consultants, data analysts, and attorneys depending on the arrangement.

Business associates have direct obligations under parts of HIPAA and usually need a business
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associate agreement defining permitted uses, safequards, reporting, subcontractor responsibilities,
and data return or destruction.

Covered entities should not assume that signing an agreement transfers all responsibility. Vendor risk
still requires oversight.

Protected Health Information

Protected health information includes individually identifiable health information maintained or
transmitted by a covered entity or business associate in covered form. It can involve diagnosis,
treatment, payment, demographic information, and other data linked with an individual.

HIPAA protects more than medical charts. Emails, billing records, photographs, voice messages, and
other information may qualify when they meet the definition.

De-identified information that meets HIPAA requirements is not protected health information under
the Privacy Rule, but improper de-identification can create re-identification risk.

The Privacy Rule

The Privacy Rule governs permitted uses and disclosures of protected health information and gives
individuals rights concerning their records. Healthcare organizations may use or disclose information
for treatment, payment, and healthcare operations without obtaining a separate authorization in
many circumstances.

Other disclosures may require authorization or fall under specific exceptions, such as public health,
law enforcement, judicial proceedings, research, or required-by-law provisions.

Staff should not memorize broad slogans such as “HIPAA prevents sharing.” The rule permits
necessary information exchange in many situations while placing conditions on how and why
information is disclosed. (Goldstein, 2013)

Minimum Necessary Standard

The minimum necessary standard generally requires covered entities to limit certain uses,
disclosures, and requests to the amount reasonably necessary for the purpose. Important exceptions
include many disclosures for treatment.

Organizations should define role-based access and standard protocols for routine disclosures.
Employees should not access a complete record when only limited information is needed for their
duties.
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The principle also affects requests. Asking another organization for unnecessary information can
create avoidable privacy risk.

Patient Rights

HIPAA provides individuals with rights that can include access to protected health information,
requests for amendment, an accounting of certain disclosures, restrictions in defined circumstances,
and confidential communication.

Organizations need procedures and timelines for responding. Patient access should not be obstructed
by unnecessary barriers or excessive fees.

Identity verification should protect records without becoming so burdensome that legitimate patients
cannot exercise their rights.

Notice of Privacy Practices

Covered healthcare providers and health plans generally provide a Notice of Privacy Practices
explaining how protected health information may be used and disclosed, individual rights, and
organizational duties.

The notice should be understandable and reflect actual practices. Publishing a privacy notice does not
cure behavior that contradicts it.

Organizations should update notices when required by material regulatory or operational changes.

Authorization

A HIPAA authorization is required for certain uses and disclosures not otherwise permitted by the
Privacy Rule. Valid authorizations include specified elements such as the information, recipient,
purpose, expiration, and signature.

Authorization should be distinguished from consent for treatment and from other legal permissions.
State law may impose additional requirements for particular categories of information.

Organizations should avoid using overly broad forms that confuse patients about optional versus
required disclosures.
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The Security Rule

The Security Rule applies to electronic protected health information. It requires administrative,
physical, and technical safequards designed to protect confidentiality, integrity, and availability.

The rule includes required and addressable implementation specifications. “Addressable” does not
mean optional. The organization must assess whether the specification is reasonable and appropriate
and implement it or an equivalent alternative where appropriate, documenting the decision.

Security is risk-based and should reflect organizational size, complexity, capabilities, cost, and the
probability and criticality of potential risks.

Risk Analysis

Risk analysis is foundational. Organizations need to identify where electronic protected health
information is created, received, maintained, and transmitted, then evaluate threats, vulnerabilities,
likelihood, and impact.

A risk analysis should include servers, workstations, laptops, mobile devices, cloud services,
interfaces, medical devices, backups, remote access, and business associates where relevant.

Copying a generic template without understanding actual systems does not provide meaningful risk
analysis. The assessment should be updated when systems or risks materially change. (U.S.
Department of Health and Human Services Office for Civil Rights, 2025)

Risk Management

Risk management follows analysis by selecting and implementing controls to reduce identified risks to
reasonable and appropriate levels.

Priorities should consider potential patient impact, data sensitivity, exploitability, and operational
consequence. High-risk vulnerabilities should not remain unresolved simply because they are
expensive to address.

Organizations should track mitigation owners, deadlines, residual risk, and leadership acceptance
when risks cannot be immediately eliminated.

Administrative Safeguards

Administrative safeguards include security management processes, workforce security, information-
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access management, training, incident procedures, contingency planning, evaluation, and
arrangements with business associates.

Policies should assign responsibility and explain how requirements operate in practice. Security
responsibilities should be incorporated into onboarding, role changes, and termination.

Periodic evaluation should consider changes in technology, regulation, threats, and business
operations.

Physical Safeqguards

Physical safeguards protect facilities, workstations, and devices. Controls may include locks, badges,
visitor procedures, secure server rooms, workstation positioning, device inventory, and secure
disposal.

A technically encrypted network can still be compromised if an unauthorized person gains physical
access to an unlocked workstation or removes storage media.

Healthcare environments need practical controls that account for emergency access and patient-care
workflow.

Technical Safequards

Technical safequards include access control, audit controls, integrity protection, authentication, and
transmission security. Organizations commonly use unique user IDs, multi-factor authentication,
encryption, logging, and secure network protocols.

Shared accounts reduce accountability and should be avoided where feasible. Privileged access
deserves stronger control and monitoring.

Audit logs should be reviewed according to risk. Collecting logs without anyone examining important
events provides limited protection.

Encryption

Encryption can protect electronic protected health information at rest and in transit. HIPAA's Security
Rule treats certain encryption specifications as addressable, requiring documented risk-based
decisions.

Encryption is especially valuable for laptops, mobile devices, backups, removable media, and network
transmission. Key management is part of the control; encrypted data can still be exposed if keys are
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poorly protected.

Encryption may also influence whether an incident involving unreadable secured data meets the
definition of a reportable breach under the Breach Notification Rule.

Access Control

Access should be based on job role and legitimate need. Employees should not retain access after
changing departments or leaving the organization.

Periodic access review can identify excessive permissions, dormant accounts, and inappropriate
privileged roles.

Emergency access procedures should allow necessary care without creating uncontrolled permanent
access.

Workforce Training

HIPAA requires appropriate workforce training, but effective training should be role-specific and
connected to actual risks. Employees need to know how to verify identity, handle records, use secure
communication, report incidents, and respond to suspicious requests.

Annual training alone is not sufficient when systems, roles, or threats change. Short updates and
targeted coaching can reinforce important practices.

Training should avoid a culture in which staff are afraid to report mistakes. Early reporting can limit
damage.

Policies and Procedures

Organizations need written policies covering privacy, access, security, incident response, breach
notification, device use, remote work, retention, disposal, and other relevant areas.

Policies should match actual operations. A policy requiring behavior that employees cannot perform
because tools or staffing are unavailable creates hidden noncompliance.

Documentation should be retained for the period required by HIPAA and other applicable laws.
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Breach Notification Rule

The Breach Notification Rule requires notification following certain breaches of unsecured protected
health information. Organizations must determine whether an impermissible use or disclosure
constitutes a breach and may perform the regulatory risk assessment where applicable.

Notification requirements can involve affected individuals, the Department of Health and Human
Services, and in some circumstances the media. Timing and content requirements depend on the
incident.

Organizations should involve privacy, security, legal, and communications teams promptly rather than
waiting until every forensic detail is known.

Incident Response

An incident-response plan should define detection, reporting, containment, investigation, evidence
preservation, recovery, communication, and post-incident improvement.

Employees need a simple method to report lost devices, phishing, misdirected messages,
inappropriate access, or suspected malware.

Response teams should distinguish security incidents from reportable breaches according to legal
definitions. Not every security event is a breach, but every event deserves appropriate assessment.

Ransomware

Ransomware can disrupt clinical operations and expose protected health information. Healthcare
organizations should use layered controls including multi-factor authentication, network
segmentation, patching, endpoint protection, email filtering, tested backups, and privileged-access
management.

Incident planning should include downtime procedures for patient care when electronic systems are
unavailable.

Restoring data does not resolve whether information was accessed or exfiltrated. Breach analysis
may still be required.

Business Associate Agreements

Business associate agreements should specify permitted uses and disclosures, safeguards, incident
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reporting, subcontractor obligations, and disposition of protected health information.

Organizations should maintain an inventory of vendors that handle protected health information.
Procurement and contract renewal provide opportunities to review security.

A vendor’s marketing claim that it is “HIPAA compliant” does not replace due diligence.

Cloud Services

Cloud providers can be business associates when they maintain electronic protected health
information on behalf of a covered entity, even if the data are encrypted and the provider cannot view
the content.

Organizations should evaluate encryption, authentication, logging, geographic storage, backup,
subcontractors, breach obligations, and data deletion.

Cloud configuration remains a shared responsibility. Secure infrastructure can still be exposed
through misconfigured accounts or storage settings.

Email and Messaging

Protected health information can be transmitted electronically when reasonable safeguards are
applied. Organizations should provide approved secure methods rather than expecting employees to
invent workarounds.

Consumer messaging applications may be inappropriate if the organization lacks agreements, control,
retention, or security configuration.

Patients may request communication through particular channels, and the organization should
address risks and applicable requirements.

Mobile Devices

Phones, tablets, and laptops can create exposure through loss, theft, insecure applications, or local
storage. Controls may include encryption, strong authentication, mobile device management, remote
wipe, and limited local data.

Bring-your-own-device programs should define privacy and security expectations clearly.

Employees should report lost devices immediately rather than attempting to resolve the issue
privately.
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Disposal

Paper records, drives, devices, and other media containing protected health information must be
disposed of securely. Methods may include shredding, pulping, destruction, or validated digital
sanitization.

Organizations should track devices before disposal and ensure that vendors handling destruction are
appropriately managed.

Simply deleting a file may not remove recoverable data from storage media.

Research

HIPAA permits research uses and disclosures under defined conditions, including authorization, waiver
by an Institutional Review Board or Privacy Board, limited data sets with agreements, and other
pathways.

HIPAA does not replace research ethics or the Common Rule where those requirements apply.

Researchers should use the minimum information necessary for the approved purpose and protect
data throughout the project lifecycle.

Marketing and Fundraising

The Privacy Rule places restrictions on marketing uses of protected health information and defines
circumstances requiring authorization. Fundraising has separate requirements and opt-out provisions.

Organizations should not assume that existing patient information can be used freely for commercial
promotion.

Privacy review should be part of campaign planning.

State Law and Other Requirements

HIPAA creates a federal floor of privacy protection but does not eliminate all state laws. More
protective state requirements may continue to apply.

Special rules can affect mental-health records, substance-use-disorder records, genetic information,
reproductive health, minors, and other categories.

Organizations operating across states need legal review rather than relying on one national policy for
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every disclosure.

Enforcement

The HHS Office for Civil Rights investigates complaints, breaches, and compliance concerns.
Resolution can include corrective action, settlements, civil monetary penalties, or referral where
criminal conduct is suspected.

Enforcement often identifies recurring failures such as incomplete risk analysis, inadequate access
control, delayed breach response, or lack of business associate agreements.

Organizations should use enforcement cases as learning material rather than waiting to repeat the
same failures. (U.S. Department of Health and Human Services, 2013)

Auditing and Monitoring

Compliance programs should audit both privacy and security. Examples include access-log review,
record-release sampling, vendor review, risk-plan tracking, and account deactivation testing.

Audit frequency should reflect risk. High-privilege activity or sensitive record access may require
closer monitoring.

Findings should lead to corrective action, ownership, and follow-up.

Patient Trust

HIPAA compliance is not only a regulatory obligation. Patients may avoid care or withhold information
if they do not trust how sensitive data will be handled.

Privacy practices should be explained honestly. Organizations should not make promises that exceed
their technical capability.

Respectful communication after an incident can influence whether patients maintain trust.

Compliance Program Governance

Leadership should define responsibility for privacy, security, legal compliance, and operational
implementation. Privacy and security officers need authority and access to senior leadership.

Boards should receive meaningful information about risk rather than technical details without context.
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Compliance metrics can include risk-remediation status, incidents, access reviews, training, vendor
findings, and response time.

Continuous Improvement

HIPAA compliance changes as organizations adopt new systems, services, and workflows. A risk
analysis completed years ago cannot describe a current cloud and mobile environment.

Organizations should review controls after incidents, acquisitions, migrations, requlatory changes, and
major technology projects.

Compliance should be embedded in system design and procurement rather than added after launch.

Conclusion

HIPAA compliance requires coordinated privacy, security, operational, legal, and governance
practices. Covered entities and business associates need to understand their roles and protect
protected health information throughout its lifecycle.

The Privacy Rule governs permitted uses, disclosures, and individual rights, while the Security Rule
establishes safeguards for electronic protected health information. The Breach Notification Rule
creates obligations after certain incidents.

Effective programs rely on risk analysis, access control, workforce training, vendor management,
incident response, and continuous monitoring. Compliance is strongest when protecting patient
information becomes part of everyday healthcare operations rather than a periodic documentation
exercise. (U.S. Department of Health and Human Services Office for Civil Rights, 2025)
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