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Introduction

HIPAA compliance is often reduced to ideas such as keeping medical records private or avoiding
discussion of patients in public, but healthcare organizations have much broader responsibilities. The
Health Insurance Portability and Accountability Act and its implementing regulations establish
requirements for how covered entities and business associates use, disclose, safequard, and respond
to incidents involving protected health information (PHI). The main compliance framework includes
the Privacy Rule, Security Rule, Breach Notification Rule, and Enforcement Rule, along with
administrative requirements and standards for certain electronic transactions. Compliance is not
achieved by completing an annual training module or buying cybersecurity software. Organizations
need governance, documented policies, workforce controls, risk analysis, business-associate
oversight, access management, incident response, patient-rights processes, and evidence that these
controls actually operate. The U.S. Department of Health and Human Services Office for Civil Rights
(OCR) continues to enforce HIPAA through investigations, audits, and settlements, with recent
enforcement placing particular emphasis on risk analysis, ransomware, cybersecurity, and timely
patient access to records (HHS OCR, 2026a; 2026b).

HIPAA Scope and Privacy

The HIPAA Rules apply directly to covered entities and, for many provisions, to business associates.
Covered entities include health plans, healthcare clearinghouses, and healthcare providers that
transmit health information electronically in connection with transactions for which HHS has adopted
standards. Not every company that handles health-related information is automatically a HIPAA
covered entity. Business associates are persons or organizations that perform specified functions or
services for covered entities and need access to PHI, such as some billing companies, consultants,
cloud-service providers, data processors, and other vendors. HHS explains that business associates
can be directly liable for certain HIPAA obligations and that covered entities generally need written
business-associate agreements defining permitted uses and required safeguards (HHS OCR, 2025a).
The Privacy Rule protects individually identifiable health information held or transmitted by covered
entities or business associates in electronic, paper, or oral form when it qualifies as PHI. The Security
Rule has a narrower technical scope because it applies specifically to electronic PHI, or ePHI.
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The Privacy Rule permits many routine uses and disclosures for treatment, payment, and healthcare
operations without requiring a separate authorization, but that flexibility does not mean PHI can be
used freely. Uses and disclosures must fall within applicable legal permissions, and organizations
must follow restrictions such as the minimum-necessary standard where it applies. Minimum
necessary means making reasonable efforts to limit certain uses, disclosures, and requests to the PHI
needed for the purpose. It does not apply identically in every situation, and treatment disclosures are
an important exception. HIPAA also gives individuals rights over their information. Patients can
generally inspect or obtain copies of PHI in a designated record set, request amendments, receive
certain accounting information, and obtain a Notice of Privacy Practices. Right-of-access compliance
remains an active enforcement priority. In August 2026, OCR announced its fifty-fifth enforcement
action under the HIPAA Right of Access Initiative after resolving a case involving delayed access to
medical records (HHS OCR, 2026c¢). Privacy compliance therefore requires both preventing
inappropriate disclosure and making authorized information available to patients within required
timeframes.

Security Risk Analysis

The Security Rule requires regulated entities to protect the confidentiality, integrity, and availability of
ePHI through reasonable and appropriate administrative, physical, and technical safeguards. One of
the most important obligations is an accurate and thorough risk analysis. OCR’s updated 2026
guidance describes risk analysis as foundational because an organization cannot manage security
risks effectively if it does not know where ePHI exists, what threats and vulnerabilities affect it, and
what the consequences of compromise could be (HHS OCR, 2026d). A risk analysis should cover the
organization’s full environment rather than only the electronic health record. Relevant systems can
include email, servers, cloud platforms, backup systems, medical devices, workstations, mobile
devices, remote-access services, interfaces, and vendor-managed technology.

Risk analysis must lead to risk management. Controls may include identity and access management,
unique user accounts, multi-factor authentication where appropriate, secure configuration,
encryption, backups, logging, incident detection, physical safeguards, workforce security, contingency
planning, and procedures for terminating access when employment or contracts end. The exact
measures depend on the organization’s size, complexity, capabilities, and risks, but flexibility does
not excuse failure to assess those risks. OCR’s 2024-2025 audit program focused on Security Rule
provisions relevant to hacking and ransomware, reflecting the scale of cyber threats facing healthcare
organizations (HHS OCR, 2025c). Recent settlements also show that risk analysis is not a paperwork
formality. OCR’s 2026 ransomware enforcement actions repeatedly emphasized that regulated
entities should identify vulnerabilities and implement protections before an attack occurs rather than
after a breach exposes weaknesses (HHS OCR, 2026a; 2026b).
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Business Associates and Access

Healthcare organizations increasingly depend on outside technology and service vendors, making
business-associate management a central compliance function. Before allowing a vendor to create,
receive, maintain, or transmit PHI on the organization’s behalf, the organization should determine
whether the vendor is a business associate and whether a compliant written agreement is required.
The agreement should define permitted uses, safeguards, breach and security-incident reporting,
subcontractor obligations, and what happens to PHI at termination where applicable. A signed
agreement does not eliminate vendor risk. Organizations still need reasonable due diligence and
ongoing oversight based on the service being provided, particularly when a vendor hosts large
amounts of ePHI or provides critical infrastructure.

Internal access requires similar discipline. Workforce members should receive access based on job
responsibilities rather than convenience, and organizations should review privileges when roles
change. Shared accounts weaken accountability and should generally be avoided. Training should
cover practical scenarios relevant to each workforce group, including phishing, secure
communication, device use, identity verification, inappropriate record access, social media, and
incident reporting. Policies are useful only if actual workflows support them. A workforce that must
bypass cumbersome controls to complete ordinary clinical tasks will eventually create insecure
workarounds. Effective compliance therefore combines technical controls with procedures that fit real
operations, consistent sanctions for violations, and clear ways for staff to report mistakes or
suspicious activity promptly.

Breach Response

An impermissible use or disclosure of PHI may trigger the Breach Notification Rule. HHS explains that
an impermissible use or disclosure is generally presumed to be a breach unless the regulated entity
can demonstrate, through the required risk assessment, that there is a low probability the PHI was
compromised. The assessment considers factors including the nature and extent of the PHI, the
unauthorized person involved, whether the information was actually acquired or viewed, and the
extent to which risk was mitigated (HHS OCR, 2025d). When notification is required, affected
individuals must be notified, and the HHS Secretary must also receive notice. Breaches affecting 500
or more individuals require notification to HHS without unreasonable delay and no later than 60 days
after discovery; certain large breaches also require media notice. Business associates must notify
covered entities of breaches occurring at or by the business associate.

Organizations should prepare for breaches before they happen. An incident-response plan should
identify who evaluates suspected incidents, preserves evidence, coordinates technical containment,
performs privacy and legal analysis, communicates with affected parties, and documents decisions.
Ransomware deserves special attention because it can affect confidentiality, integrity, and availability
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simultaneously. Reliable, tested backups can help recovery, but backups alone do not address
unauthorized access or data theft. Recent OCR settlements involving ransomware and large breaches
demonstrate that investigators may examine whether the entity conducted an adequate risk analysis,
implemented safeguards, and complied with notification obligations (HHS OCR, 2026a; 2026e). A well-
documented response does not erase a breach, but it can reduce harm and demonstrate that the
organization followed an established process.

Regulatory Updates

HIPAA requirements continue to evolve, so organizations must distinguish current law from proposed
changes. In December 2024, HHS issued a proposed rule that would substantially strengthen the
HIPAA Security Rule by making cybersecurity requirements more specific and reducing some of the
discretion available under the current rule. As of September 2026, HHS continues to describe these
changes as a proposed rule; the Security Rule currently in effect remains the existing rule (HHS OCR,
2026f). Organizations should not present the proposal as binding law, but many of its themes—written
inventories, stronger risk management, incident planning, technical controls, and greater
accountability—reflect cybersecurity practices that regulated entities should already evaluate under
current obligations.

The 2024 reproductive-health Privacy Rule also changed after litigation. On June 18, 2025, a federal
district court vacated most of the rule’s reproductive-health provisions. HHS states that certain Notice
of Privacy Practices modifications were not vacated and that compliance with the remaining
modifications was required by February 16, 2026 (HHS OCR, 2025e). This history shows why
organizations should not rely indefinitely on old templates or summaries. Compliance staff should
monitor OCR regulatory initiatives, court decisions, state privacy laws, and other federal requirements
that may overlap with HIPAA. State law can provide greater privacy protection in some areas, and
specialized rules may apply to particular types of records. HIPAA is therefore a federal baseline within
a broader legal environment rather than the only privacy rule a healthcare organization may need to
follow.

Compliance Program

A sustainable HIPAA program begins with assigned responsibility and documented governance. The
organization should know who serves as privacy and security officials, how risks are escalated, who
approves policies, and how leadership receives information about compliance. Risk analysis should be
updated when technology, locations, systems, vendors, or threats change rather than treated as a
one-time project. Policies should correspond to actual workflows, and evidence of implementation
should be retained. Useful documentation can include training records, risk analyses, remediation
plans, access reviews, business-associate agreements, incident files, breach assessments, policy
approvals, and records of patient-access requests.
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Compliance should also be measured. Organizations can track overdue access requests, incomplete
training, unresolved risk items, privileged-access reviews, vendor assessments, security incidents,
and corrective-action completion. Metrics should be chosen because they reveal risk, not because
they produce attractive dashboards. Leadership should pay particular attention to recurring findings
and vulnerabilities that remain unresolved for long periods. HIPAA compliance is strongest when
privacy and security are incorporated into purchasing, system design, clinical workflows, contracting,
and change management. Waiting until after deployment to ask whether a new technology handles
PHI appropriately is usually more expensive and risky than addressing the issue during design.

Conclusion

HIPAA compliance requires healthcare organizations to manage privacy, cybersecurity, patient rights,
vendors, workforce behavior, and incident response as an integrated program. Covered entities and
business associates must understand what PHI and ePHI they handle, apply appropriate Privacy and
Security Rule requirements, maintain business-associate arrangements, train workforce members,
conduct thorough risk analysis, manage identified risks, and respond correctly when breaches occur.
Recent OCR audits and enforcement actions show that cybersecurity and risk analysis remain major
priorities, while right-of-access cases demonstrate that compliance also means giving patients timely
access to their own information. Organizations must additionally monitor regulatory and court
developments, including the still-proposed Security Rule modernization and the partial vacatur of the
2024 reproductive-health Privacy Rule. The most effective approach is not a checklist completed once
a year. It is an ongoing governance system in which policies, technology, clinical operations, vendors,
and workforce practices are continually evaluated against current requirements and actual risks.
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