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Introduction

The protection of health information requires more than a locked office or a password on a computer.
Healthcare organizations hold records that can reveal diagnoses, medications, insurance identifiers,
addresses, dates of birth, financial details, and other information capable of causing serious harm
when exposed or altered. The 2009 theft of computer hard drives from a BlueCross BlueShield of
Tennessee facility demonstrates how a weakness in physical security can become a privacy and
cybersecurity incident affecting more than one million people.

This case is best analyzed through the confidentiality, integrity, and availability—or CIA—triad and the
safeguards required by the Health Insurance Portability and Accountability Act of 1996 (HIPAA). The
original discussion correctly identified encryption, employee training, and facility controls as
necessary responses, but it repeatedly misspelled HIPAA, confused the Privacy and Security Rules,
and described the settlement as if paying money compensated all possible victims. A settlement
resolves potential regulatory violations; it does not by itself repair every individual consequence of a
breach. Effective compliance depends on an ongoing risk-management system that combines
administrative, physical, and technical safeguards.

The BlueCross BlueShield of Tennessee Incident

BlueCross BlueShield of Tennessee reported that 57 unencrypted computer hard drives were stolen
from a leased facility in Chattanooga. According to the U.S. Department of Health and Human
Services Office for Civil Rights, the drives contained protected health information relating to
1,023,209 individuals. The incident was significant because the data were stored on hardware that
was physically accessible and were not protected by encryption that could have made the information
unreadable to unauthorized users.

In 2012 the organization agreed to pay $1.5 million and implement a corrective action plan to settle
potential violations of the HIPAA Privacy and Security Rules. The resolution agreement did not amount
to a formal admission of liability. Regulatory settlements often allow an organization and the
government to resolve disputed or potential violations while imposing obligations designed to reduce
future risk. The case was historically important because it was the first HHS enforcement action
arising from a breach report required by the HITECH Act’s Breach Notification Rule.

The main lesson is not merely that stolen hardware should be replaced. The incident shows that
organizations must understand where electronic protected health information—ePHI—is created,
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received, maintained, and transmitted. Data can remain exposed in offices being closed, equipment
awaiting disposal, backup media, portable devices, legacy servers, or vendor-controlled locations. A
security program that focuses only on the active hospital network may overlook exactly the
environment in which a breach occurs.

The CIA Triad in Healthcare
Confidentiality

Confidentiality means preventing unauthorized disclosure of information. In healthcare, confidentiality
supports patient trust and protects individuals from identity theft, discrimination, embarrassment,
financial fraud, and misuse of medical information. In the Tennessee case, the confidentiality risk was
obvious: anyone with access to the unencrypted drives might have been able to read protected
information.

Confidentiality controls include authentication, role-based access, workforce authorization,
encryption, secure disposal, visitor management, and limits on the amount of information collected or
retained. The minimum-necessary principle under the HIPAA Privacy Rule also reduces exposure by
discouraging unnecessary access or disclosure. Confidentiality does not mean that health information
can never be shared. It means that sharing must be authorized, appropriately limited, and protected
during storage and transmission.

Integrity

Integrity concerns the accuracy and completeness of information and the prevention of improper
alteration or destruction. A confidentiality breach attracts immediate attention because records may
be viewed, but altered health data can be equally dangerous. A changed allergy, laboratory result,
medication dose, or identity field can affect clinical decisions. Ransomware, malicious insiders,
software errors, and poorly controlled data migration can all threaten integrity.

Integrity safeguards include audit logs, checksums, digital signatures where appropriate, version
control, change-management procedures, separation of duties, and review of unusual activity.
Backups contribute to integrity when they allow an organization to restore an accurate version of a
record, although backups must themselves be protected. In the hard-drive case, there was no public
finding that the information had been altered, but the loss of organizational control meant that
confidentiality and the ability to verify integrity were both at risk.

Availability

Availability means ensuring that authorized people can obtain information and services when needed.
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Healthcare is especially sensitive to downtime because delayed records, prescriptions, imaging, or
laboratory information can affect patient safety. Availability can be damaged by hardware theft, fire,
power failure, ransomware, denial-of-service attacks, human error, or a poorly tested software
update.

Controls for availability include data backup plans, disaster recovery, emergency-mode operations,
redundant systems, network segmentation, tested restoration procedures, and clear downtime
workflows. An organization should not protect confidentiality by making records so inaccessible that
clinicians cannot perform their work. Security requires a balanced design in which authorized access
is dependable and unauthorized access is restricted.

HIPAA Privacy and Security Requirements

The HIPAA Privacy Rule applies to protected health information in oral, paper, and electronic forms
and establishes rules for uses, disclosures, individual rights, and organizational responsibilities. The
HIPAA Security Rule focuses specifically on ePHI. It requires covered entities and business associates
to protect the confidentiality, integrity, and availability of ePHI and to guard against reasonably
anticipated threats, hazards, and impermissible uses or disclosures.

The Security Rule is risk-based rather than a single universal technology checklist. It organizes
requirements into administrative, physical, and technical safeguards. Some implementation
specifications are described as “addressable.” This does not mean they may be ignored. An
organization must assess whether an addressable control is reasonable and appropriate in its
environment. If it does not implement the stated measure, it must document why and implement an
equivalent alternative when reasonable and appropriate.

Encryption illustrates this principle. HIPAA does not state that every device must use one identical
encryption product, but an entity holding sensitive data on portable or removable media would need a
persuasive, documented risk analysis before deciding not to encrypt. The BCBST case shows the
weakness of relying on physical location alone when large quantities of readable ePHI remain on
hardware.

Administrative Safeguards

Administrative safeguards establish the governance of the security program. The foundation is an
accurate and thorough risk analysis. An organization must identify information assets, data flows,
threats, vulnerabilities, existing controls, likelihood, and potential impact. Risk analysis is not a
document completed once for an audit. It should be updated when facilities close, systems change,
organizations merge, new vendors are introduced, or threats evolve.

Risk management follows analysis by selecting and maintaining controls. Other administrative
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measures include appointing responsible security personnel, authorizing workforce access, training
employees, applying sanctions for policy violations, evaluating security performance, managing
incidents, and establishing contingency plans. Business-associate contracts are also important
because healthcare data frequently moves through billing companies, cloud providers, laboratories,
consultants, and other partners.

Training should be practical. Staff need to recognize phishing, handle media securely, report lost
equipment promptly, avoid sharing credentials, and understand the risks of moving data to personal
accounts or unauthorized applications. A yearly presentation is insufficient if everyday workflows
reward employees for bypassing inconvenient controls.

Physical Safeqguards

Physical safeguards protect facilities, workstations, devices, and media. The stolen-drive incident
directly involved this category. A leased building containing ePHI should have been included in
facility-risk assessment even if it was no longer a primary operational site. Organizations need
procedures for authorizing entry, logging visitors, changing access when staff leave, securing server
rooms, and monitoring areas where sensitive equipment is stored.

Device and media controls address receipt, movement, reuse, and disposal. Before equipment leaves
organizational control, ePHI should be securely erased using a suitable method or the media should
be destroyed. Asset inventories should record the owner, location, data classification, encryption
status, and final disposition of devices. Chain-of-custody documentation becomes particularly
important during office relocation, renovation, outsourcing, or decommissioning.

Biometric entry systems may be useful in some settings, but they are not automatically the best
solution. Badge controls, locks, alarms, cameras, guards, environmental sensors, and documented
access review can be combined according to risk. Security should be proportionate and testable
rather than based on impressive technology alone.

Technical Safequards

Technical safeguards regulate access within information systems. Unique user identification, strong
authentication, automatic session controls, role-based permissions, audit logging, encryption, secure
transmission, and mechanisms that protect data integrity are central measures. Privileged accounts
should be limited and monitored because administrative credentials can bypass ordinary restrictions.

Modern healthcare organizations should also consider multi-factor authentication, endpoint detection,
vulnerability management, secure configuration, network segmentation, and tested incident-response
procedures. These measures extend beyond the wording of the original 2003 Security Rule but

support its risk-management objectives. NIST Special Publication 800-66 Revision 2 provides a current
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resource for mapping HIPAA requirements to cybersecurity practices.

Encryption is especially valuable for laptops, portable drives, backup media, and data transmitted
over untrusted networks. It is not a substitute for access control: an authorized but malicious user
may still view decrypted data. Conversely, access control does not replace encryption if a device can
be removed and examined outside the organization. Defense in depth assumes that one safeguard
may fail and uses additional safeguards to prevent that failure from becoming a major breach.

Evaluating the Corrective Actions

BCBST's corrective obligations included reviewing risks, improving facility access controls, training
personnel, and addressing protection of ePHI. These actions were more important than the settlement
payment because they changed the conditions that contributed to the incident. Encryption reduced
the likelihood that a stolen device would expose readable information, while stronger physical
controls reduced the likelihood of theft. Training and governance were necessary to keep those
controls functioning.

A corrective plan should also establish measurable verification. The organization should be able to
demonstrate that devices are inventoried, encryption is active, access lists are reviewed,
decommissioned sites are cleared, incident exercises are completed, and identified vulnerabilities are
resolved. Policies that exist only on paper do not provide assurance.

It is also inaccurate to claim that payment to HHS covered every cost connected with affected
individuals. Regulatory penalties, forensic investigation, notification, legal advice, system changes,
lost productivity, and reputational damage are different categories of cost. Patients may also spend
time monitoring accounts or correcting misuse. Prevention is therefore both an ethical responsibility
and an economic necessity.

Conclusion

The BlueCross BlueShield of Tennessee case demonstrates that health information security depends
on the relationship between privacy, cybersecurity, and physical operations. Fifty-seven unencrypted
drives in a leased facility created a confidentiality risk affecting more than one million individuals and
revealed weaknesses in risk analysis and facility control.

The CIA triad provides a clear framework: health data must remain confidential, accurate, and
available to authorized users. HIPAA advances these objectives through administrative, physical, and
technical safeguards rather than a single product or checklist. Strong security requires accurate asset
inventories, continuous risk assessment, controlled access, secure media disposal, encryption,
workforce training, monitoring, tested backups, and accountable leadership. The most valuable lesson
from the case is that compliance is not completed by paying a settlement. It is sustained by designing
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everyday systems that continue to protect patients even when hardware is moved, a building closes,
or one control fails.
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